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Computer Privacy Issues

Computers are no doubt, extremely helpful, and a big part of most of our lives.  With the Internet, they make it possible to do nearly anything from the comfort of your own home.  You can gamble, order pizza, trade stocks, buy a house or a car, or nearly anything else without anyone else seeing you.  A technology this powerful is bound to have problems with security, privacy, or safety.


One problem related to privacy is "cookies."  According to Netscape, "Cookies are a general mechanism which server side connections (such as CGI scripts) can use to both store and retrieve information on the client side of the connection.  The addition of a simple, persistent, client-side state significantly extends the capabilities of Web-based client/server applications."  (http://wp.netscape.com/newsref/std/cookie_spec.html)  Basically, an Internet cookie is a small text file that a web site stores on your computer.  This file is then recognized the next time you visit that site.  Cookies can be used for many things.  From what I have seen, the most common use for cookies is to automatically log in a user into a web site, once they have already logged in manually once.  Other uses include: saving a shopping cart so one can come back to it at another time, having a popup window appear only once per user, saving favorite color schemes for a particular web site, giving a user a customized greeting, and many other practical uses.


Giving a web site the ability to store a file on the user's computer can cause problems.  Most people are worried about being "hacked into."  Fortunately, the Internet standards for cookies do not give web sites that much power.  As mentioned before, cookies are simple text files, which cannot be viruses or any other potentially harmful piece of code.  The problem lies in privacy, where large web sites, such as DoubleClick, can use cookies to store, and gather personal information.  Many smaller web sites have a piece of code that puts a DoubleClick cookie on your computer, and adds to it, thereby tracking what web sites you go to, and possibly your activities on those web sites.  While none of the information they collect can be used to track you (Address, Phone Number, etc. are not collected), many people still do not like all this tracking going on, without their consent, or ever their knowledge of it happening, because cookie storage goes on in the background.


If you are worried, there are steps you can take to avoid cookies.  Internet Explorer and Netscape have options that you can set to prevent any cookies from being stored on your computer.  However, doing this will prevent any legitimate, helpful cookies from being stored as well.  This will not let you keep a shopping cart between Internet sessions, any automatic login features will not work, and some web sites require cookies to even load.


Another option is to set IE or NS to ask your permission to store each cookie that a web site may try to send you.  This can be quite annoying if a web site tries to save multiple cookies, or if you like to surf many web sites.


A better option is to download or purchase a cookie manager, such as "Cookie Jar" (http://www.lne.com/ericm/cookie_jar/).  These are usually customizable, and let you set which cookies to accept, which ones to delete, and other options.  Personally, I'm not worried about cookies.  I've deleted everything in the DoubleClick cookie, and left it there, so DoubleClick won't replace it.  The other cookies are helpful to me, or are non-maliciously gathering non-personal data.  (http://www.epic.org/privacy/internet/cookies/)
Another, more bothersome issue on Internet privacy is Spam.  Spam is unsolicited email sent to many people by one sender.  Spammers can send this junk mail to hundreds, thousands, or possibly millions of people at once.  This spam causes nothing but trouble to everyone but the sender.  It clogs people's inboxes, puts extra load on ISPs (Internet Service Providers), and wastes bandwidth all over the world.

Spam is actually a very cost-effective form of advertising, in which the advertisers actually spend a lot less time and money than the people who see the advertising are.  Instead of targeting their advertising just to people who are interested in the product, they can cheaply advertise to everyone, saving them even more time and money.

Currently, there is no legislation against the sending of spam.  However, there are laws that prohibit certain products advertised in spam, such as child pornography.  There are congressmen who are pushing for more and tougher spam legislation.

Many ISPs and email providers have built in junk-email filters that you can customize to help reduce the amount of junk mail you get.  Others, such as AOL do not.  If your email provider does not have a filter, yet supports it, you can purchase spam blocking software.  (http://www.junkbusters.com/; http://spam.abuse.net/spam/)
Identity Theft is not only a growing problem, but it is also growing along with the internet, using it to gain access to bank accounts, credit card accounts, and other personal data.  Identity thieves can use spam to help them access accounts.  They will send emails impersonating Credit Card Companies, Banks, or Internet Service Providers, requesting personal information for one reason or another.  The email will often direct them to a fake web site that looks much like the company's actual web site.  Some people will fall for it, and give up passwords, credit card numbers, account names, and sometimes social security numbers.  This makes it all too easy for an Identity Thief to open a Bank account, take out a credit card, or start a Cellular Phone service, or Internet Account.

There are ways to reduce the risk of identity theft, but none to completely prevent it.  First, be careful about who you give out personal information to.  If you think it may be a scam, try calling them, writing them, or visiting them in person.  Second, check your records to be sure they are accurate.  If there is any confusion, contact the business to double-check everything.  This can be a great first step to stopping undergoing Identity Theft.  If you think that you may be a victim of Identity Theft, you should act quickly and report it, to prevent the problem from escalating further. (http://www.usdoj.gov/criminal/fraud/idtheft.html)

Hackers are experts who spend time trying to get through the security measures of company servers.  They use special software to find and break through weak spots in networks, web servers, and rarely, individual's computers.  Most hackers go for the large companies instead of individual computers; there is more to gain with the large servers and networks.  To keep their identity secret, the hackers do not hack from their own computers and Internet connections.  Instead, they will use someone else's computer, either physically, or remotely.  The problem for personal users comes in when hackers want to use their computer.  Hackers send out Trojan horse programs and try to set up a back door program that lets the hacker use that computer for his dirty work. 

You can use anti-virus software to prevent and get rid of Trojan horses and backdoor problems.  If you suspect you might have a Trojan horse, it is recommended to stay offline until you are sure that any instances of the Trojan horse is gone.  Generally, individual computer users need not worry much about getting 'hacked', but the computer guys at corporate servers do.  (http://www.tinhat.com/hackers/hacking.html)

Viruses cause many headaches for computer users worldwide.  Viruses can cause harm to your data, your computer, your identity, or sometimes just be annoying.  As you might notice, viruses can be related to the other types of Internet privacy issues mentioned before.  A virus is any executable program that when run on a computer causes unwanted effects.  Some viruses will perhaps display a message on your computer simply to bug you.  Others will slowly corrupt your system files until your computer needs to be re-formatted.  Advanced viruses can do all this, plus corrupt the flash ROM chip on your motherboard, making the entire motherboard worthless.

Viruses can come from a variety of sources.  Disks or CDs given to you can unintentionally be infected and then infect your system.  Emails, whether you know the sender or not, can have viruses attached, because the virus can send email from that person to others in their address book, without them even knowing.  It is also possible to download a file from the internet, thinking it is a game, or something else, and have it turn out to be a virus.  The privacy invasion happens when the virus steals your personal data, passwords, or other information, and emails it back to whoever might want that information.

To protect against viruses, every computer should have some sort of working anti-virus software installed.  The software should be updated regularly to recognize and catch the latest viruses, which come out every day.  You should also be careful about what email you read, and what files you download.  Only read email if you know who it is from, and only download an attachment if you know what they are sending you.  Be careful about downloads, too.  Ensure that they are from a trustworthy download site, and scan them for viruses before you open or install them.  (http://www.tinhat.com/computer_virus/index.html)

Many of these computer problems worry people.  Sometimes it prevents new users from purchasing a computer or using the Internet at all.  Most of these problems, though, can be alleviated, or prevented with just a little common sense.
